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ABSTRACT

Vehicle-to-Pedestrian (V2P) communication enables numerous safety
benefits such as real-time collision detection and alert, but poses
new security challenges. An imminent and probable scenario is
where a malicious node claiming to be a legitimate pedestrian
within the network broadcasts false observations or phenomena
on the roads (e.g., traffic load, road hazard, and false road crossing
alarms) in order to impede traffic flow, erode user’s trust in alert
messages, or even cause traffic accidents. Therefore, it is crucial
to identify legitimate road users against adversaries pretending to
be one. In this work, we propose PEDRO, a PEDestRian mObility
verification mechanism for pedestrians using commodity hardware,
where only legitimate mobile pedestrians can be admitted to the ad
hoc network consisting of trustworthy vehicles and pedestrians. We
leverage the round-trip time (RTT) of wireless signal between vehi-
cle and pedestrian’s devices, and verify only moving (mobile) ones
while rejecting stationary ones, based on the realistic assumption
that the adversaries are likely to remotely launch attacks through
static malicious devices. Through an extensive analysis based on
simulation as well as real-world experiments, we show that PE-
DRO’s verification takes under 8 s while achieving an 8.5% Equal
Error Rate (EER) under regular road environments.
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1 INTRODUCTION

Vehicle-to-Pedestrian (V2P) communication is a networking par-
adigm that involves direct communication between a vehicle and
pedestrians within its vicinity. It promises to improve pedestrian
safety and reduce roadway fatalities and injuries through exchang-
ing advanced warning messages between pedestrians and drivers [1].
These messages enable the different road users to cooperatively
prevent collisions based on their exchanged position, speed, and
direction information ahead of time [8, 11]. Systems that use V2P
to improve road safety share a common working principle: detect a
road crossing event from the pedestrian’s behavior and alert nearby
vehicles through wireless messages [19].

Despite its safety benefits, security is one of the biggest barriers
to the adoption of V2P communication in safety-critical applica-
tions [3, 7, 18]. In particular, false data injection attacks, by which an
attacker broadcasts fake/false warning messages, hinder the safety
of road users and undermine the trust in the V2P system [3, 6, 10].
In this paper, we are concerned with one relevant attack scenario
that we plan to generalize later: an adversary can deploy a wireless
node to broadcast false messages about pedestrians disregarding
traffic rules (i.e., jaywalking); these messages will cause trailing
vehicles to be continuously congested, trying to heed the misguided
collision warnings. To prevent such an attack, it is essential to ver-
ify the authenticity of the claims of every pedestrian before its
messages are accepted by vehicles.

One solution for this problem is deploying a trust infrastructure
to develop and maintain trust relationships between pedestrians
and vehicles in the V2P system [10]. A road user enrolls in the V2P
system by registering and authenticating their identities [6] to the
trust infrastructure. While seemingly straightforward, this solution
suffers from scalability and usability shortcomings because: 1) the
deployment of the trust verification infrastructure is costly, and 2)
it requires time-consuming user involvement for registration, espe-
cially when visiting new locations [10]. In this paper, we advocate
for an alternative direction that does not rely on any pre-existing
infrastructure and thus does not require explicit registration. We
propose a novel approach to verify the claimed behavior of a pedes-
trian, where a vehicle rejects messages until it can conclusively
verify that the movement pattern of the sender matches that of a
pedestrian.

Existing movement or location verification schemes are limited
in terms of their practical V2P use cases. For example, Schafer
et al. [15] proposed to verify the sender mobility by leveraging
Doppler shift measurements from multiple verifier nodes. Other
methods verify the sender’s location by utilizing the received signal
power in an outdoor environment or a combination of GPS, ad hoc
location, or dead reckoning [2, 4, 13]. However, these mechanisms
apply only in limited scenarios as they require carefully positioned
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verifiers, which might not be readily available in most realistic V2P
scenarios [17]. They also need specialized hardware capabilities
that are not available in commercial off-the-shelf (COTS) devices.
A practical mobility verification scheme should avoid the above
shortcomings by meeting the following conditions. First, it should
utilize readily available hardware with no or minimal modification.
Second, it should operate without pre-distributed verifiers that are
costly to deploy and manage.

In this work, we propose PEDRO, a new mobility verification
mechanism that uses commodity smartphones without requiring
pre-distributed verifiers. In PEDRO, the vehicle receiving a message
from a potential pedestrian utilizes the round-trip time (RTT) of
a wireless signal to verify the movement of the sender. Realizing
PEDRO without specialized hardware or verifiers is a challenging
proposition. First, measurements about the sender’s location using
round-trip time (RTT) tend to be inaccurate from non-specialized
hardware. Second, the lack of pre-distributed verifiers makes it
hard to obtain measurements from different anchor points. PEDRO
addresses these challenges through a novel concept of tracking
the sender’s possible region. In particular, the vehicle keeps track
of the sender’s possible location or region by mapping the mea-
sured (and often inaccurate) RTT into a disk region. Tracking these
regions over a period of time allows the vehicle to conclusively
verify whether the sender has moved along the side of the road,
which implicitly implies that the sender is a moving pedestrian,
not a stationary device. We prove that under a set of very realistic
conditions, a stationary attacker cannot mimic the behavior of a
moving pedestrian. Our analysis and real-world experiments show
that this mechanism is simple, quick, and tolerant to noisy GPS and
RTT measurements.

2 SYSTEM AND THREAT MODELS

We consider an urban vehicular ad hoc network environment where
different road users (vehicles and pedestrians) exchange messages
to enhance road safety and efficiency. In this paper, we adopt the
notion of mobility verification as a proxy for the authenticity of the
sender as a moving pedestrian. We consider a device as belonging to
alegitimate pedestrian only when it is moving, and any non-moving
device is regarded as a stationary pedestrian or malicious attacker,
both of which should not send warning messages. As we will prove
in Section 4.2.2, a stationary attacker is not able to impersonate a
moving pedestrian, and the only way to be able to send an accepted
message is to actually move. This constraint significantly raises the
bar for broadcasting fake safety transmissions.

Problem Definition: We define the pedestrian mobility verification
problem as following: a set of moving vehicles, known as verifiers,
V = {V1,Vo,..V;}, where j denotes vehicle number, aims to verify
the mobility of a prover (pedestrian) P. Once its mobility has been
verified, the vehicles accept and process safety broadcasts from P,
which is shared with all other verifiers.

2.1 System Model

Figure 1 illustrates the system model of PEDRO. As one or more
verifiers on the road (V1 and V) pass by a prover (P1 or P2), multiple
RTT measurements are taken over time to estimate the distance
between the verifiers and the prover. We assume all vehicles in V/

Figure 1: Traveling verifiers on the road (V; and V») attempts
to verify the mobility of the provers (P; and P3) and verify
only moving pedestrian P;.

to be already authenticated as trusted vehicles based on existing
state-of-the-art V2V authentication protocols [9, 16]. Thus, any
information relayed among V is treated as trustworthy.

The hardware requirements for PEDRO are minimal; all enti-
ties, V and P, utilize off-the-shelf mobile devices without further
hardware modifications. More specifically, both P and V have the
WiFi capability!, and V is additionally equipped with GPS. Further-
more, each entity has a public and private key pair. An entity uses
a private key to sign its messages so that other entities can track its
messages and establish trust relations over time using the public
key. As such, the entity’s public key serves as its pseudonym and
can be reset, which requires re-establishing the trust relationship
with other entities.

For all wireless communications, we assume verifiers and the
prover can measure RTT using line-of-sight measurements. Addi-
tionally, PEDRO is only concerned with verifying the mobility of
provers within its own wireless range. Without loss of generality,
we consider the 2-D Cartesian coordinate system for simplicity; our
method can be easily extended to 3-D cases.

2.2 Threat Model

We envision an attack scenario where an adversary deploys a ma-
licious node on the roads or sidewalks (without any location re-
strictions) to broadcast false messages. An adversarial node has at
least the same capabilities as a true pedestrian, except for mobility,
i.e., the adversarial node is physically immobile. The adversary is
fully aware of the verification protocol, and we do not impose any
restrictions on their knowledge. It can also accurately measure the
location and velocity of V at any given time instant. However, we
assume that the different adversarial nodes do not collude.

The adversary can launch passive and active attacks. In the pas-
sive attack setting, the adversary is stationary and conforms with
the protocol; it does not alter the RTT measurements. In the active
attack setting, the adversary is also stationary and can arbitrar-
ily alter RTT measurements aiming to be recognized as a mobile
pedestrian. Under both attack scenarios, the adversary is not able
to impersonate a trusted prover because it would require accessing
their private key used for signing the safety broadcasts.

'We use WiFi that is most widely available on mobile devices, but PEDRO is not limited
to a specific wireless technology.
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Figure 2: PEDRO’s two stage verification protocol.

3 PEDRO PROTOCOL

This section presents the protocol of PEDRO. As illustrated in
Figure 2, P initiates the verification request as V enters its wireless
range. The protocol consists of a sequence of cycles; each cycle
involves the Measurement and Verification stages between a single
prover P and a single verifier V;. The prover, P, repeats the cycle
of two stages or verification instance (denoted as i) n; times until
the verification succeeds, or until V; exits its wireless range. If P
fails to be verified by Vj, then it initiates the verification again with
the next passing verifier V1. The remainder of this section details
each stage of PEDRO’s protocol.

3.1 Measurement

In the Measurement stage, V estimates the location region of P by
measuring the distance between itself and P by measuring the RTT
of a WiFi message. As illustrated in Figure 2, V first initiates the
RTT measurement by sending the RTT request message to P at time
tj,i1. As soon as P receives this message at ¢} ; 2, it acknowledges
back to V at time t;; 3, which is then received back by V at t;; 4.
Then, the RTT is defined as the time difference measured by V, i.e.,
RTT =tj ;4 — tj;1. Note that this RTT measurement includes the
time taken by P to respond to the RTT request, i.e., tj;3 — tj 2,
which is not proportional to the distance between V and P and
thus ideally should be removed by immediately acknowledging the
RTT request or measuring the response time and reporting it to V.
However, since P has not been verified yet, V cannot rely on the
response time reported by P. In addition, since smartphones are
not equipped with a real-time operating system, time measurement
of P would not be precise either, even if it is a legitimate prover.
Our experiments in Section 4.1 show that modern smartphones are
capable of almost immediately respond to the RTT request unless
they intentionally delay their response. Therefore, for practicality
reasons, we assume £;; 3 — tj ;2 = 0.

Based on the measurement, the distance between the two entities,
denoted as dj ;, can be calculated as dj; = RTT/2 X ¢, where c is
the speed of light constant. Assuming no RTT and GPS errors, if
P immediately responded to the RTT request, we can conclude
that P is on the rim of a circle with a radius of d; ; that is centered
at 0j,;, which is the location of V' obtained from its GPS readings.
On the other hand, if P arbitrarily delays the time-to-respond to
send the acknowledgement, i.e., tj;3 — tj;2 > 0, P can be located
anywhere within the circle. Considering both cases, we consider
that P can be anywhere inside the region, and we define this circle
as P’s constrained region, or R; ;. Note that the location of P at ¢;;
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Figure 3: Verification stage of PEDRO with n; = 3. The
prover must meet two requirements to be verified: th; and
th; check.

is bounded by Rj ;, because P cannot arbitrarily shorten d;; due
to the physical constraint of the wireless signal (P cannot reduce
tji,3 — tj,i2 to below 0). During this measurement stage, when V;
obtains a constrained region at time t;;, the center, radius, and
timestamp information is shared with all the nearby verifiers in V
for the following Verification stage.

3.2 Verification

After completing the Measurement stage, V proceeds to the Ver-
ification stage for verifying the mobility of P. Figure 3 illustrates
the verification process with n; = 3 as V passes P, which is mov-
ing within its wireless range. At every time instance, i, V; obtains
dj,; from the measurement stage. It uses this value to construct a
constrained region R; ;, resulting in a series of R; ; for each P. The
core idea underlying the verification protocol is that if two Rj ; (not
necessarily consecutive) do not overlap, then P must have moved
between the two measurement instances.

Recall that an adversary can make RTT arbitrary longer, but it
is impossible to make it shorter than the ground-truth value; by
manipulating the RTT value, the attacker can make a certain Rj ;
only larger. If two the regions overlap (e.g., Rj 1 and R 2), even if
their centers are far apart, it is a possible that P is a stationary node
located in their overlapping area (i.e., stationary node in Figure 3).
On the other hand, if the two regions do not overlap, (e.g., Rj;1
and Rj 3), it implies that P is a mobile node because the regions
represent the maximum perimeter that P can be located at each
time point since P cannot intentionally reduce the radius of R;; as
previously mentioned. Therefore, P must have moved to be included
in two non-overlapping boundaries at different times. Leveraging
this physical constraint sufficiently verifies the mobility of P.

This non-overlap condition, however, is not enough to ensure
mobility in the real-world due to possible measurement errors, es-
pecially in the verifier’s location; the measured region R;; might be
smaller than the ground truth, which results in false positive verifi-
cation instances. We address this problem by two introducing two
conditions for non-overlap. First, the timestamps of two consecutive
Rj,; must be less than the time threshold thy, (i.e., t; — tji < tht)
where k > i. This condition prevents stale measurements from
being used in the verification. Second, for P to be verified, it must
have at least one R;,; pair with its minimum distance greater than



the distance threshold, thy. In other words, between the R; ; and

Rjx with k > i, the minimum distance (i.e., min_dist(R; ;,R; k) )

must be greater than thy:

\/(Oj,i,x = 0jkx)? + (0jiy —0jky)? —dji—dj > thg, (1)

where 0j; x and 0j; x represents the x and y coordinates of o; ;,
respectively. The two conditions are checked every time new R; ; is
obtained, and P is verified only if it meets the above requirements.
Imposing these allows the verifiers to only verify recently moved
pedestrians under the RTT as well as GPS measurement errors.

Generally, PEDRO can thwart potential attacks from passive and
active attackers, described in Section 2.2, with a high success rate.
In some rare cases, however, decreased dj1 or dj 3 due to RTT error
or enlarged Euclidean distance due to GPS error in Equation 1 may
cause the minimum distance to exceed the distance threshold thy,
even when passive attackers report RTT measurements without
altering. As for active attacks, altered RTT measurements d;; can-
not be smaller than the actual (true) distance because the active
attacker can make RTT longer by delaying its response to verifier’s
RTT request, but cannot make it shorter, which will require imprac-
tically accurate prediction of the arrival of RTT requests. Therefore,
for any Rj; pairs, the measured minimum distance after altering
is always smaller than that without altering, meaning that active
attacks achieve a lower attack success rate than passive attacks. We
will evaluate the robustness of PEDRO against the passive attacks
in Section 4.2.2.

4 EXPERIMENT AND EVALUATION

In this section, we evaluate the overall performance of PEDRO as
well as its robustness against the attack scenarios of Section 2.2.
The experiments answer the following questions:

(1) How reliable is RTT-based ranging using COTS devices for
distance estimation?

We report the real-world distribution of the RTT errors be-
tween a moving pedestrian and a moving vehicle using Pixel
Android phones. Our results show a mean error of 0.21 m
and a standard deviation of 1.87 m of the RTT-based dis-
tance compared to the ground truth distance. This small
error demonstrates the reliability of using COTS devices in
distance estimation.

What are the optimal thresholds for PEDRO that balance us-
ability and security properties?

We developed a simulator to investigate the impact of dif-
ferent road factors on the time it takes for moving prover
to obtain two minimum constrained regions. We use this
result to determine the time threshold, th;, that maximizes
the robustness of our verification protocol. Based on the
result, we evaluate the overall security of the verification
process and find optimal thy, by obtaining the Equal Er-
ror Rate (EER), which represents the intersection between
FAR (False Acceptance Rate) and FRR (False Rejection Rate)
intersects.

What is the real-world performance of PEDRO when employing
the optimal thresholds?

We assess the usability of PEDRO using a real-world case
study between two moving nodes with two Pixel 2 devices.
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Figure 4: (a) RTT based distance measurement of moving
pedestrian and vehicle. (b) Error distribution and its Gauss-
ian fitted model with mean (y) of 0.21 m and standard devi-
ation (o) of 1.87 m.

Our results show that the verification is successful with
one verifier within 8 seconds. Further, the results from the
case study are consistent with the simulation results for the
same conditions. This finding suggests that the simulation
platform is representative of the real-world performance of
PEDRO.

4.1 RTT Error Model

Because PEDRO uses COTS mobile devices, RTT errors dominate
its verification performance as well as the tightness of threshold
values, thy and th;. To empirically investigate the RTT errors, we
conduct real-world experiments to measure RT T-based distance on
moving devices with different relative speeds representing pedes-
trian and vehicle. We implement the Measurement stage as an
Android application on: Google Pixel 2 (Android 9.0 on a 2.35-GHz
processor) and Pixel 3 (Android 9.0 on a 2.5-GHz processor). The
application leverages the Wi-Fi Aware protocol; the prover acts as
an active publisher while the verifier establishes the connection as a
passive subscriber. We measure the ground truth distance between
the two devices using a BOSCH GLM400CL laser range finder. We
perform the measurements with the devices moving at the speed
representing a pedestrian (1.5 m/s) and a vehicle (6.7 m/s). Fig-
ure 4(a) illustrates the measured RTT-based distance with respect
to the ground truth distance. The result shows that the error of the
RTT-based distance measurement is within 3 m. We observe that
the error values remain similar regardless of the distance separating
the nodes. This distribution of this error be modeled as a Gaussian
fitted model with a mean (u) of 0.21 m and standard deviation (o)
of 1.87 m, as shown in Figure 4(b). We use this error model in the
following experiments.

4.2 Distance and Time Thresholds

We developed a simulation framework to model the performance of
PEDRO under different conditions. This framework incorporates
the RTT error model from the previous section and represents the
GPS error as a Gaussian distribution with standard deviation (o) of
1.2 m [12]. We use this framework to estimate the time required to
verify the node mobility, which we use to derive the time threshold
th;. Next, we model an attacker within the platform to derive the
distance threshold, th;, which minimizes the EER.
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4.2.1 Verification Time. We first investigate how different road
conditions (i.e., verifier and prover’s moving speed, maximum wire-
less range, etc.) affect the verification stage of a mobile prover.
We quantify the performance of the verification through the inter-
region time, defined as the time for a moving prover to obtain a
pair of constrained regions with a minimum distance greater than
thy. We simulate a straight two-lane road while the prover (located
within 2-5 m away from the road) is either traveling with its di-
rection along or against the verifier. Additionally, the verification
instance, i, is set to 1 second.

As illustrated in four plots in Figure 5, generally, as distance
threshold thy increases, the mean inter-region time increases due to
the greater distance that the prover has to move to get verified. Also,
we observe that the inter-region time decreases when the prover
(1) moves faster, (2) is seen more frequently, and (3) is visible from
further distances. In these circumstances, the verification becomes
easier by taking short time since the prover will be more visible. As
the verifier’s speed varies from 10 m/s to 30 m/s, the inter-region
time decreases as shown in Figure 5(a). Specifically, when th; = 0,
the mean inter-region time reduces from 6.1 s to 3.3 s because faster
verifier speed leads to more rapidly generated constrained regions.
However, starting at 30 m/s, the inter-region time starts to increase
because the verifier passes by the prover too quickly and is unable
to obtain enough number of regions needed for verification. In
terms of varying maximum wireless range, a higher range reduces
the inter-region time ranging from 25.4 s down to 3.4 s as shown in
Figure 5(b). This is because as the wireless range becomes higher,
verifiers can obtain faster as well as greater number of constrained
regions compared to lower range. Figure 5(c) illustrates the impact
of different prover’s speed ranging from 0.5 m/s to 2.5 m/s. When
thg = 0, varying the prover’s moving speed does not significantly
affect the inter-region time due to the shorter distance that the
prover has to move. However, as thy increases, the slower prover
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Figure 6: (a) Distribution of inter-region time of moving
prover and passive attacker. (b) EER of verification with
t hl‘ =13.

exhibits greater mean inter-region time due to the long distance
it has to travel. In Figure 5(d), we illustrate the effect of verifier
arrival interval. When interval is set to 1 s, which means verifiers
are approaching the prover every 1 s, the prover’s inter-region time
exhibits less than 10 s. Comparatively, higher arrival interval leads
to higher time due to less number of verifiers within same period
of time, leading to less number of constrained regions. Specifically,
at 20 s interval, the prover’s inter-region time exhibits 20.4 s when
thy = 9. Nevertheless, under different road factors, the moving
verifiers can obtain a pair of regions exceeding distance threshold
of 9 m under 26 s.

4.2.2 Attack Robustness. We evaluate the robustness of PEDRO
against the passive attack scenario. In the passive attack, the ad-
versary is fixed to a stationary location and attempts to be verified
while complying with the protocol (does not add any arbitrary
timing delay during the Measurement stage). We first simulate this
attack scenario 1000 times under different road factors and obtain
its inter-region time. This will allow us to derive the time threshold
th; by comparing it against the inter-region of the moving prover
presented in Section 4.2.1. Figure 6(a) illustrates the distribution of
the inter-region times of the passive attacker and mobile prover
with respect to varying thy. When thy is less than 5 m, the two
distributions do not exhibit much difference in their inter-region
times due to GPS and RTT errors that allow adversarial prover
to quickly obtain pair of constrained region within small thy. If
thy increases above 6 m, the two distributions exhibit more signif-
icant differences because the adversarial prover requires greater
number of verifiers as well as constrained regions to leverage the
noise/errors in its favor. From this inter-region time, we can choose
thy, which effectively distinguishes between the moving prover
against the passive attacker. We experimentally choose 13 s and
plot the FAR as well as FRR to obtain EER as shown in Figure 6(b).
Generally, low ERR represents higher accuracy of distinguishing
legitimate pedestrians over adversarial nodes. When th; = 13, the
EER of 8.5% is achieved with th; of 7.7 m.

4.3 Real-world Case Study

Using the derived thresholds, we conduct a case study under real
road conditions to evaluate the usability and feasibility of PEDRO.
We utilize two Pixel 2 devices where one device is carried by moving
pedestrian (prover) and the other is deployed in the vehicle (veri-
fier). The Measurement stage is performed using the same Android
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application as in Section 4.1. The maximum wireless range is set to
50 m and the time between each verification instance, i, is set to 1 s.
We conduct five experiments where the pedestrian moves at 1.2 m/s,
and the vehicle travels at the speed of 8.4 m/s on average. Figure 7
illustrates one attempt of the verification. As the verifier and the
prover move along the indicated paths (GPS-obtained) in the same
direction, the verifier obtains total of 7 constrained regions (n; = 7).
As each region is obtained, the verifiers check the two threshold
requirements on all pairs of boundaries. In this case, the verifier
verifies the prover by observing a region pair with i = 1 and 5; the
minimum distance between the two exhibits 13.1 m, which exceeds
the thy of 7.7 m and the differences in their timestamps falls under
thy = 13 s. In all five cases, the moving pedestrian was all veri-
fied through single verifier. The average verification time is 7.4 s,
which shows that the PEDRO is able to quickly verify the moving
pedestrian even under road conditions where there are not many
readily available verifiers. Furthermore, we simulate this scenario
(identical road factors) 1000 times and obtained closely matching
verification time of 7.9 s. This suggests that our simulation platform
represents the real-world performance of PEDRO. Note that the
result does not imply that a single verifier should be around the
prover for more than 7 s as the decision can be collectively made
by more than one verifier.

5 RELATED WORK

Several prior studies have proposed various methods to verify the
location or motion of the sender (prover) to be used in many safety-
critical scenarios. In order to prevent location spoofing, at least
one node needs to be constantly moving, while the prover has no
knowledge of the moving verifier. Similar to our work, Capkun
et al. [5] proposes to leverage RTT distance measurement from
at least three verifiers to cooperatively verify location claims. In
motion verification domain, verifiers verifies the location, speed
and direction of a moving prover or a sequence of claimed locations.
For example, Schafer et al. [15] verifies the claimed movements of
a mobile prover by measuring wireless signal’s frequency shifts in
verifier’s side caused by the Doppler effect. With at least three veri-
fiers in different locations, they can uniquely identify the position,
speed and direction of any prover that cannot be faked. Based on
the difference in time of arrival (DToA) from a mobile prover to a

static verifier, Schafer [14] verifies a sequence of one mobile node’s
location claims with at least three static verifiers.

6 CONCLUSION

In this work, we propose PEDRO, a mobility verification protocol
for pedestrians, utilizing commodity devices. Without tight clock
synchronization, we leverage RTT of ubiquitously available wire-
less signal to obtain sequence of constrained regions of the prover
over time. Under RTT and GPS errors, PEDRO’s two threshold
requirements only verify the moving prover while effectively re-
jecting stationary attacks. With realistic simulation framework as
well as through real-world case study, we show that PEDRO can
achieve 8.5% EER against malicious attackers while maintaining
relatively usable verification time of under 8 seconds.
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