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Abstract—Zero-involvement authentication (ZIA) offers a
promising solution for autoprovisioning large IoT device net-
works by enabling devices to extract identical authentication keys
from ambient environmental signals without user intervention.
However, we demonstrate that existing ZIA systems leak critical
information during key negotiation when they exchange synchro-
nization messages over public wireless channels. Our novel pas-
sive attack, SyncBleed, exploits these leaked messages to recon-
struct ZIA-generated keys, successfully cracking approximately
50% of keys in under one second in our testbed experiments.
To address this vulnerability, we introduce TREVOR (Time shift
REsistant VEctor ExtractOR), which generates nearly identical
bit sequences from environmental signals without exchanging any
synchronization information. TREVOR produces keys in under
4 seconds with 90-95% bit agreement rates between legitimate
devices across various environmental sources, while maintaining
complete resistance to SyncBleed attacks.

I. INTRODUCTION

Internet of Things (IoT) devices must establish secure
wireless communication channels to protect sensitive data and
enable reliable coordination. Security is not optional for these
systems—without proper safeguards, IoT networks become
vulnerable to man-in-the-middle attacks [9], [14] that can
compromise user privacy, expose confidential information, and
undermine the entire system’s trustworthiness. The foundation
of secure communication begins with device authentication,
where IoT devices must first establish shared cryptographic
keys before they can communicate securely with one another.

Traditionally, IoT devices establish security by individually
authenticating with a trusted central hub or gateway. This
process typically requires human intervention, where a user
must manually enter passwords for each device—a method that
becomes increasingly inefficient and error-prone as networks
scale. Zero-involvement authentication (ZIA) addresses these
limitations by eliminating the need for human-generated pass-
words. In ZIA networks, devices establish their legitimacy by
demonstrating physical co-presence within the same secured
environment, such as an office or home. These devices si-
multaneously sample ambient environmental signals including
electromagnetic radiation, audio patterns, voltage fluctuations,
and other contextual data, that are naturally confined to
their shared physical space. This approach creates a security
boundary based on physical presence, as external entities

Adversarial
environment

Legitimate environment

Fig. 1: Threat model of SyncBleed where external adversary
attempts to eavesdrop on synchronization messages to gain
unauthorized access.

located outside the protected area experience fundamentally
different environmental contexts and cannot generate identical
authentication keys.

ZIA systems agree on a key by first sampling a time
series of an environmental signal, then synchronizing their
sample buffers, and finally extracting a key from the syn-
chronized buffers. Without perfectly synchronized sample
buffers, legitimate devices often fail to authenticate, as we
demonstrate in §II. The synchronization protocol used by most
ZIA systems is extremely reliable as it works by sharing a
snippet of the environmental context sampled over a public
wireless channel [8], [7], [17], [15], [16]. Although external
eavesdroppers can intercept these synchronization snippets,
previous researchers have assumed that this technique remains
secure because the snippet is discarded and never incorporated
directly into the key. This security model assumes that the
synchronization messages do not leak information about the
key or the legitimate space.

In this work, we first present a novel attack that reveals
ZIA keys solely by intercepting synchronization messages on
the unencrypted public channel and recording environmental
context from a distance (shown in Fig. 1). Our attack, which
we call SyncBleed, specifically targets the synchronization
phase of ZIA key generation and extracts crucial information
from synchronization messages to substantially narrow the key
space. In our testbed using state-of-the-art ZIA algorithms,
our attack successfully identified approximately 50% of the
generated keys in less than a second.
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To mitigate this security vulnerability, we developed
TREVOR (Time shift REsistant VEctor ExtractOR), a novel
authentication approach that fundamentally reimagines key
generation for IoT devices. Unlike existing solutions, TREVOR
requires no time synchronization mechanisms—eliminating
dependence on atomic clocks, GPS, or other special-
ized hardware that would be impractical for low-cost IoT
deployments[18], [6]. By operating without exchanging any
synchronization messages, TREVOR removes the attack vec-
tor exploited by SyncBleed while simultaneously addressing
privacy concerns associated with transmitting environmental
context samples. Our evaluation demonstrates that TREVOR
achieves exceptional performance metrics: it generates authen-
tication keys in under five seconds, requiring no inter-device
communication during the bit quantization process. This silent
operation not only enhances security but also significantly
improves efficiency compared to conventional ZIA protocols.
TREVOR maintains high reliability with 90-95% bit agreement
rates between legitimate devices while completely rejecting
unauthorized authentication attempts. These performance char-
acteristics make TREVOR competitive with leading ZIA im-
plementations [15], [17], [27], [19] while providing complete
immunity to SyncBleed attacks. The contributions of this work
include the following:

o Threat Model: We introduce a realistic threat model for
ZIA systems that assumes attackers can remotely measure
environmental context in the legitimate space.

o SyncBleed: We introduce a passive attack on ZIA systems
that exploits synchronization messages to guess the key.

o Mitigation: We present TREVOR, a practical, general-
purpose mitigation for SyncBleed. TREVOR is a bit
quantization technique for ZIA systems that tolerates
misalignment. TREVOR is not susceptible to SyncBleed
because it does not exchange synchronization messages.

o Evaluation: We present a comprehensive evaluation
TREVOR on a diverse group of existing datasets.

II. THE SYNCBLEED ATTACK

In this Section, we present SyncBleed, a passive attack
that exploits synchronization messages in ZIA systems to
reconstruct authentication keys. We demonstrate that synchro-
nization messages, previously assumed to be secure, leak
substantial information that allows an adversary to accurately
estimate the environmental context within a legitimate space.

A. Threat Model

SyncBleed operates under a threat model where legitimate
devices reside within a physically secured environment (such
as an office, home, or apartment), while adversaries have
access to adjacent spaces. Unlike previous security assump-
tions in ZIA systems that presumed adversaries have no
access to environmental context, our model recognizes that
attackers can measure approximations of the legitimate context
through shared walls, windows, or other boundaries. Common
attack scenarios include: (1) Office Suite Neighbor—a ten-
ant attempting to access a neighboring suite’s ZIA network;

(2) Trespasser—an attacker placing recording devices near
building windows; and (3) Party Scenario—an adversary in
a neighboring apartment recording audio through shared walls
during a loud event. Adversaries in our model can intercept
all public wireless transmissions, masquerade as legitimate
devices, and possess computational resources including GPUs
for neural network training. Their goal is either passive key
discovery through eavesdropping or active participation in the
authentication protocol while appearing legitimate.

B. Attack Implementation

SyncBleed is implemented as a passive attack targeting
the synchronization phase of ZIA systems. To test its effec-
tiveness, we established a controlled test environment with
a legitimate device placed inside an office and an adversarial
device positioned outside the office’s closed door (Fig. 5). The
legitimate device used the Schurmann & Sigg [29] bit quan-
tization algorithm, which is commonly implemented in ZIA
systems. Inside the office, we played a YouTube video [24]
simulating conversation, while the adversarial device captured
the audio as it filtered through the door barrier. The physical
barrier between these environments acts as a selective filter
that differentially affects the frequency components of the
environmental signal. This filtering effect is key to the attack
as it creates a predictable transformation that can be modeled
mathematically.

The adversary leverages two data sources to implement
the attack: the distorted environmental signal recorded from
outside the legitimate space and the synchronization messages
intercepted from public wireless channels. Using these inputs,
we trained a four-layer fully connected generative neural
network on the Fast Fourier Transform (FFT) of the adversarial
audio, with the legitimate audio’s FFT as the target. After
training on 1024 synchronization samples, the model can
accurately estimate the transfer function between spaces. This
function enables the adversary to reconstruct the legitimate
environmental signal using the formula F(w) = IIV;((:JJ)) , where
E(w) represents the estimated audio inside the legitimate
space, M(w) is the muffled signal measured outside, and
H(w) is the estimated transfer function. The adversary then
applies an inverse FFT to recover the time-domain signal and
generates a key using the same bit quantization algorithm as
legitimate devices. To validate the generated key without com-
munication with legitimate devices, the adversary can apply
Reed-Solomon reconciliation locally, providing confirmation
of successful key extraction.

C. Attack Effectiveness

Our experimental results demonstrate SyncBleed’s consid-
erable effectiveness. As illustrated in Fig. 2, an adversary
without using our technique generates keys with a mean bit
error rate of 41.7% compared to legitimate devices. With
SyncBleed, this error rate drops significantly to 28.7%, en-
abling adversaries to generate keys with less than 30% bit
error rate more than 50% of the time—sufficient for successful
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Fig. 2: CDF of of bit error rates between standard adversarial
approaches and SyncBleed. The SyncBleed attack significantly
reduces bit error rates to below 30%.
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Fig. 3: The Means and Schurmann & Sigg bit quantization
algorithms produce high bit error rate between misaligned bit
sequences while TREVOR achieves lower bit error rate.

authentication after error correction through Reed-Solomon
reconciliation.

The attack requires only basic knowledge of neural networks
and signal processing, making it accessible to many potential
adversaries. Moreover, the estimated transfer function remains
effective even as legitimate devices rotate their keys, creating
a persistent vulnerability. While our passive data collection
required approximately 17 hours to gather 1024 training
samples, we found that by actively inducing key generation
events in the legitimate network, an adversary could collect
the same training data in under five minutes.

D. Shift Intolerance of Existing ZIA Protocols

The fundamental vulnerability exploited by SyncBleed
stems from existing ZIA bit quantization algorithms’ sensi-
tivity to time shifts. Fig. 3 demonstrates how even minimal
misalignments between audio signals result in unacceptably
high bit error rates for common algorithms like Means and
Schurmann & Sigg. This temporal sensitivity forces ZIA
systems to exchange synchronization information over public
channels—precisely the vulnerability that SyncBleed exploits.
Our TREVOR solution, which we present in subsequent sec-
tion, addresses this core issue by generating shift-invariant
keys that remain consistent despite timing misalignments. By
eliminating the need for synchronization messages entirely,
TREVOR removes the attack vector exploited by SyncBleed
while maintaining the usability and convenience benefits of
ZIA.

III. THE TREVOR PROTOCOL

TREVOR (Time shift REsistant VEctor ExtractOR) estab-
lishes shared cryptographic keys between two un-trusting

devices A and B that seek to authenticate each other based
on their shared physical environment. While two devices must
be within radio transmission range, we assume adversaries
can also access this channel, intercepting all messages. In
this scenario, A and B use TREVOR to prove to one another
that they are located in the same physical space and therefore
legitimate, as illustrated in Figure 4.

Noise Harvesting The TREVOR key generation process
begins with a simple initiation message followed by concurrent
environmental sampling also known as noise harvesting. De-
vice A typically initiates the process by transmitting a message
to device B, after which both begin recording ambient audio
through their microphones. Because of inherent latency in
wireless communications, two devices will not start sampling
at precisely the same moment—a misalignment that would
cause traditional authentication schemes to fail. TREVOR over-
comes this challenge through its frequency-domain approach.

Bit Quantization The sequence of time-domain audio
samples is then subdivided into blocks of length d. Each
block of time-domain samples is then Fourier transformed,
discarding phase. Frequency components of the Fourier spec-
trum are binned together to build a coarse-grained estimate
of the frequency spectrum. Binning reduces the effects of
measurement error and time domain shifts between nearby
legitimate devices. The remaining magnitude information is
shift-invariant for shifts that are small compared to the buffer
length. Adversaries located outside the physically-secured
space will measure substantially different frequency spectra
because walls and doors will selectively muffle frequencies.
The Fourier transformed blocks are arranged as rows of a data
matrix X. TREVOR discards the first frequency bin, which usu-
ally contains some high-amplitude low-frequency components
that are common to many kinds of signals. Low-frequency
high-amplitude frequency components tend to dominate the
eigenvectors without providing unique context. The number
of rows in X is controlled by the amount of audio acquired
during warmup and sampling. In general, more rows in X give
better pairing reliability for legitimate devices.

The Fourier transformed observation matrix X is used to
calculate the covariance matrix C' = X7 X between each fre-
quency component. Shifts in the original time-domain signal
will not propagate to significant differences in C' because the
rows of X do not vary much under small time shifts. From
C, we extract 4-8 dominant eigenvectors by repeatedly using
the power method followed by deflating the matrix. Although
in general eigenvector problems tend to be computationally
intensive, in practice it is manageable on a modest CPU.
TREVOR computes a covariance matrix on the order of di-
mension 32 x 32 which can comfortably fit in memory even
on a microcontroller.

Covariance matrices built by devices A and B are slightly
different. The resulting eigenstructure of C'4 and Cp will
also be slightly different. But as long as the underlying audio
signals are similar, the dominant eigenvectors will also be
similar. The first 4-8 eigenvectors are usually similar enough
to be useful in key generation. By including more eigenvectors,
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Fig. 5: A floorplan of testbed used to evaluate TREVOR.

we can extract more bits at the expense of a higher bit error
rate. The most common problem that arises is that two similar
covariance matrices have corresponding eigenvectors that point
along the same dimension in opposite directions. Our solution
to this problem is to force the sign of the largest component
in absolute value of each eigenvector to be positive.

To build a bit sequence from the dominant eigenvectors
of the covariance matrix, we append the components of the
eigenvectors together into one large array p. We bin the
elements of the array into four equally-sized bins that span the
range of p. We assign a two-bit symbol s; to each component
of p based on which bin it lives in.

Key Reconciliation We use the sequence of symbols pro-
duced by TREVOR to encrypt a randomly-generated key R,
and transmit that key from one device to another. Key R is
encoded with a Reed-Solomon[12] error correcting code. Then
the coded symbols produced by TREVOR are added to the
encoded R to form an encrypted message that can only be
decrypted with a similar sequence of symbols.

E=RS(R)® Sa

The resulting sequence E is then transmitted over a public
channel. The other device then reconstructs an estimate of R
by adding its locally-generated sequence of symbols:

R = RS ' (E® Sp)

If S4 =~ Sp, the Reed-Solomon decoder will correct the bit
stream to get R' = R, which can be used as an encryption or
authentication token.

IV. EVALUATION

We developed a comprehensive prototype system to evaluate
TREVOR in real-world conditions using ambient audio. Our
prototype implementation consists of Raspberry Pi 4 [2]
modules running Debian Linux, carefully chosen to mirror
the capabilities of mid-range IoT devices. Each Pi features
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an ARM Cortex-A72 CPU operating at 1.8 GHz with 2 GB
of RAM, providing sufficient computational power while
maintaining realistic resource constraints. For environmental
sensing, we equipped each node with a HyperX SoloCast
USB microphone [4] sampling at 48 kHz. Fig. 5 illustrates our
experimental testbed setup, showing the physical arrangement
of legitimate and adversarial devices used in our evaluation.

Throughout these experiments, we generated environmental
audio by playing two types of content through room speakers:
conversation audio from YouTube videos [24] and music
selections [30], representing common acoustic environments
where IoT devices operate. To ensure comprehensive test-
ing beyond our controlled setup, we supplemented these
experiments with evaluations using the public DEMAND
dataset [32]. DEMAND is a diverse dataset with realistic
ambient audio recordings from various residential environ-
ments. This additional testing allowed us to validate TREVOR’S
effectiveness in authentic home settings without requiring
additional physical deployments.

A. Resistance to Shifting

We first evaluate TREVOR’s resilience to timing misalign-
ments by measuring bit error rates between devices with delib-
erately misaligned audio buffers. This test simulates real-world
conditions where perfect synchronization is unachievable due
to network latency and processing variations. As shown in
Fig. 6, we examine three device configurations: closely posi-
tioned legitimate devices (0.5 m), moderately distant legitimate
devices (2 m), and an adversarial device placed outside the se-
cured environment. The results demonstrate TREVOR’s robust
performance across various environmental signals and timing
offsets.

For conversation audio (Fig. 6(a)), legitimate devices main-
tained mean bit error rates below 25% even with substan-
tial misalignments, while the adversary consistently produced
error rates above 40%. Music audio (Fig. 6(b)) showed
even better performance, with legitimate devices achieving
remarkably consistent mean error rates under 15% across the
entire two-second misalignment range. The DEMAND dataset
results (Fig. 6(c)) confirmed similar patterns in natural home
environments. The clear separation between legitimate and
adversarial device performance persists across all tested con-
ditions, providing strong evidence that TREVOR can reliably
authenticate legitimate devices while rejecting unauthorized
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Fig. 6: Bit error rate as a function of shift amount for (a)
conversation audio, (b) music audio, (¢c) DEMAND living
room ambient audio.

TABLE I: Authentication success rate of TREVOR.

SIGNAL TYPE Legitimate (0.5m)  Legitimate (2m)  Adversary
Conversation Audio 100% 87% 0%
Cooking Audio 100% 70% 0%

access attempts, even without the synchronization messages
that create vulnerabilities in existing ZIA systems.

B. Authentication Success Rate

We next implemented Reed-Solomon key reconciliation
to evaluate authentication outcomes in practical deployment
scenarios. Using a symbol length of 8 bits and an error
correction threshold of 12.5%, we measured the success rates
for legitimate and adversarial authentication attempts across
different environmental contexts.

Table I presents the authentication success rates for TREVOR
across various audio environments. For conversation audio,
nearby legitimate devices (0.5 m) achieved perfect authen-
tication success (100%), while more distant legitimate de-
vices (2 m) maintained a strong 87% success rate. Similarly,
with cooking audio, close-proximity devices maintained 100%
success rates while devices at 2 m distance achieved 70%
successful authentications. Most importantly, adversarial de-
vices were completely blocked in all test scenarios, with 0%
authentication success regardless of the audio environment.
These results confirm that TREVOR maintains a substantial
security margin between legitimate and adversarial authenti-
cation attempts. The clear separation in bit error rates (shown
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Fig. 7: Bit error rates under replay attack. Legitimate devices
successfully authenticate using current ambient audio, while
an adversary with replay attack fails to authenticate.
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Fig. 8: CDF of bit error rates on (a) conversation audio and
(b) cleaning audio

in Fig. 6) translates directly to binary authentication outcomes:
legitimate devices can reliably authenticate while adversaries
are consistently rejected. This performance profile makes
TREVOR particularly valuable for real-world IoT deployments
where devices may be positioned at varying distances within
a secured space.

C. Replay Attack

We next evaluated TREVOR’s resilience against replay at-
tacks, a sophisticated threat where adversaries with temporary
legitimate access attempt to authenticate later using previously
recorded environmental data. To simulate this attack vector,
we recorded ambient cooking audio within our secure test
environment on one day, then attempted to use these record-
ings for authentication on a subsequent day. As shown in
Fig. 7, the results demonstrate TREVOR’s strong resistance to
such attacks. Legitimate devices operating within the secured
environment maintained bit error rates between 10-25%, well
below our Reed-Solomon correction threshold. In contrast, the
adversary attempting to authenticate using previously recorded
audio consistently produced bit error rates around 50%—
essentially random chance—regardless of timing alignment
attempts. This robust security property stems from TREVOR’S
frequency-domain analysis approach. TREVOR successfully
identifies these temporal differences and rejects authentication
attempts based on outdated environmental context, even when
the recording quality is high and the physical location is
identical.
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TABLE II: Bit error rate for other ZIPA systems. Our proto-
type of TREVOR achieves comparable bit error rates without
exchanging synchronization messages.

SYSTEM Bit Error Rate
VOLTKEY [15] 5%
AEROKEY [17] 9%
SECRET FROM MUSCLE [34] 8%
IVPAIR [16] 5%
PROXIMATE [21] 3-50%
TREVOR 5-10%

D. Bit Error Rate in Real-Time Prototype Implementation

To validate TREVOR’s performance under realistic condi-
tions, we conducted extensive testing using our hardware pro-
totype. We configured two experimental scenarios: a legitimate
device-reference pair positioned inside our lab with the door
closed, and an adversary-reference pair with the adversary
positioned immediately behind the closed door. All devices
remained within 2 meters of each other to eliminate distance
as a variable. During testing, we played approximately 40
minutes of diverse YouTube content inside the lab while
continuously generating authentication keys. Fig. 8 presents
the cumulative distribution functions (CDFs) of bit error rates
for both legitimate and adversarial authentication attempts. For
conversation audio Fig. 8(a), legitimate devices consistently
achieved bit error rates below 20%, while the adversary’s
attempts clustered around 45-50%. This created a substantial
41.3% separation in mean bit error rates, providing a robust
security margin. When testing with cleaning audio (Fig. 8(b)),
which features more monotonous sound patterns from con-
tinuous vacuuming, legitimate devices maintained bit error
rates below 20% while the adversary’s performance worsened
further. The resulting 48.7% difference in mean bit error rates
demonstrates TREVOR’s ability to maintain security even with
less varied environmental audio. Table II shows that TREVOR
compares favorably to other ZIA systems in terms of bit error
rate.

These results confirm that TREVOR can effectively distin-
guish between legitimate and adversarial devices in real-time
deployments, even when the adversary is physically adjacent
to the secured space.

E. TREVOR Protocol Latency

We evaluated TREVOR’s computational efficiency to assess
its suitability for resource-constrained IoT devices. Fig. 9 illus-
trates TREVOR’s significant performance advantage compared
to existing ZIA systems like VoltKey [15]. TREVOR’s stream-
lined communication architecture requires only two messages
(initiation and key reconciliation), while VoltKey exchanges 11
messages including kilobyte-sized data transfers. This reduc-
tion in network communication provides a substantial speed
advantage in real-world deployment scenarios where network
interfaces may be unreliable. Excluding audio acquisition time,
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Fig. 9: Evaluation of TREVOR’s overall run time on our
Raspberry Pi based system.

TABLE III: Evaluation of TREVOR running on Cortex-M4
microcontroller without collecting audio.

TREVOR Runtime 3200 ms
Code (flash) size 161 kbytes
Data (RAM) size 11 kbytes

TREVOR processes keys in under 10 milliseconds demonstrat-
ing a 27.0 millisecond mean improvement over VoltKey.

F. Runtime on Cortex-M4 Microcontroller

Here we evaluate the time to compute a key on a Cortex-
M4 microcontroller, not including time taken to acquire audio.
We provided a pre-recorded time-domain audio buffer to
our algorithm and timed the key generation process on the
microcontroller. Our goal in this experiment is to determine
if TREVOR is capable of running on a heavily resource-
constrained platform.

We implemented the TREVOR bit extraction algorithm on a
SAMES4 Xplained Pro board, which has an ARM Cortex-
M4 CPU. The SAMES54 microcontroller [3] we used for
this experiment has a single-precision floating point unit and
runs at 50 MHz. The platform has 256 kbytes of SRAM
and 1 MByte of flash. We implemented the entire TREVOR
protocol except for audio sampling and message exchange,
which requires an audio input and network interface that
are not available on the SAMES54 Xplained platform. Our
microcontroller software generates a key from 2.7 seconds of
audio with 128k audio samples. The software we evaluated is a
C-language port of the one shown in Figure 5. We used ARM’s
CMSIS-DSP library [1] for basic linear algebra operations, and
we ported our eigenvector decomposition software to work
with that library.

Table III shows a summary of TREVOR’s performance on
the SAMES54 microcontroller platform. Our algorithm takes
about 3.2 seconds to compute a key on the Cortex-M4 plat-
form. Although it takes much longer to compute a key on
the microcontroller, it appears that TREVOR could be made to
work on a full microcontroller-based system.

V. RELATED WORK

Bit Distillation Bit distillation techniques transform input
bit streams into more random output sequences, a process
fundamental to many cryptographic applications. Bit distil-
lation algorithms take a bit stream as input and outputs a
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more random bit stream [33]. Common uses for bit distillation
are applications where the platform is restricted to sampling
randomness from a low-entropy source [19]. The problem
that bit distillation aims to solve is low randomness found
in bit streams. While these approaches focus primarily on
enhancing randomness quality, TREVOR addresses a different
challenge by creating consistently matching bit sequences
from environmental signals despite timing variations.

Fuzzy Extractors When sampling from an environmental
noise source, there are cases where noise gathered from the
same scene from two different perspectives does not match.
Fuzzy extractors are algorithms that can account for different
perspectives or slightly different readings from the environ-
ment to allow for stable use in cryptographic algorithms [13],
[11]. These algorithms are commonly used for biometric
identification [20], [28]. TREVOR differs from the work in
fuzzy extractors in that it generates a single matching key
rather than allowing the key to differ.

Zero Involvement and Authentication (ZIA) Our work
is similar to other ZIA works because we rely on shared
context to generate a key. Other schemes rely on shared
entropy seen by at least two devices. ZIA is commonly
used in IoT systems[23], [8], [10], autonomous vehicles[35],
and smart home security [31] to name a few applications.
TREVOR diverges from conventional implementations by elim-
inating time synchronization requirements while maintaining
authentication reliability. Our work differs from common ZIA
implementations because ZIA schemes are reliant on the time
domain for synchronous key exchanges [22], [25], [26]. We
are aware of only one other paper [5] that implemented a
non-trivial attack on ZIA systems.

VI. CONCLUSION

In this work, we presented TREVOR, a solution to crit-
ical vulnerabilities in ZIA systems. We first demonstrated
SyncBleed, a novel attack that exploits synchronization mes-
sages to reconstruct approximately 50% of authentication keys
in under one second, representing the first proven security
breach in ZIA systems. TREVOR eliminates this vulnerability
by generating keys from environmental signals without requir-
ing synchronization messages. By applying principal compo-
nent analysis to frequency-domain representations, it creates
timing-invariant keys that remain consistent despite device
misalignments. Our evaluation shows TREVOR generates keys
in under 4 seconds with 90-95% bit agreement rates between
legitimate devices while completely rejecting adversarial at-
tempts. Beyond security improvements, TREVOR enhances
efficiency through minimal network transmissions and protects
privacy by eliminating environmental context sharing. These
characteristics make TREVOR a practical, secure solution for
IoT authentication that maintains the convenience of zero-
involvement approaches while establishing a new standard for
security in real-world deployments.
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